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lnstruct ions:

1-. Figures to the right indicate maximum marks

2. Start each new question on a fresh page

Ql. Wri te a short  note on( any 4)

a.  DNS and HTTP Pro toco l

b .  Advantages  o f  Network ing

c .  lmpor tance o f  Soc ia l  Network ing

d. Network Sni f fer

e .  Cyber  Squat t ing

t .  Character ist ics of  a good Password

Q2. Write a short note on (any 4)

a.  Cyber  Cr imes and i ts  impacts

b. DOS attacks and ldenti ty theft

c .  Ba i lab le  and  Non-ba i lab le  o f fenses  w i th  examp les

d.  Role and Powers of  CERT-IN

e.  Elect ronic  Evidence and i ts  character is t ics

t.  Data recovery and the type of data recovered

Q3.Answer the fo l lowing quest ions (any two)

(4*  4=16 MKS)

(4x 4=L6 MKS)

(2*6=L2 MKS)

a.  Expla in features of  d i f ferent  Wired Media.

b.  Expla in the var ious Threats associated wi th BYOD.

c.  Expla i r i  O Day at tack ar- rc l  lns i ' ler  threat .  Ment ion sonre famous cases of  l r rs icJer  T l t reat :s .

Q4. Answer the fol lowing quest ions (any two) (2x6=L2 MKS)

a.  What  deta i ls  the Pr ivacy Pol icy prov ide.  What  are the issues wi th the Pr ivacy Pol icy.  Ment ion

Google's Privacy Policy.

b.  Expla in Computer  based/re lated cr imes and Computer  ass is ted Cr imes.

c.  Expla in the two techniques used by phishers.

Q5.  Answer the fo l lowing quest ions (any two)

a.  Expla in the Common Socia l  Engineer ing At tacks.

b.  Expla in Cyber  of fences against  lnd iv iduals ,  Organizat ion and Society .

c .  Expla in Cyber  of fences a long wi th ' i ts  descr ip t ion and punishments.

(2*6=LZ MKS)

Q.O. Answer the fo l lowing quest ions (any two)  (2*6=LZ MKS)

a.  Expla in Forensic  Procedure.

b.  Expla in the types of  data co l lected in  computer  Forensic  and the Risk involved in  Evidence

co l lec t ion .

c .  What  i s  Med ia  San i t i za t ion  and  Exp la in  the  San i t i za t ion  techn iques  used .


